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The six worst ransomware
&
It's hard to keep track of the cybercriminal world as it seems these dark web creatures are constantly trying to outwit,

outlast, and outplay each other with their destructive viruses. These are, however, currently the six worst ransomware to
protect yourself against.

1. WannaCry: WannaCry wreaks its havoc by encrypting most or even all of the files on a user’s computer. Then, it
demands that a ransom be paid in order to have the files decrypted. WannaCry demands that the victim pays a
ransom of $300 in bitcoins at the time of infection. If the user doesn’t pay the ransom within three days, the amount
doubles to $600. After seven days without payment, WannaCry will delete all of the encrypted files and all data will be
lost.

Ooops, your files have been encrypted!

VWhat Happened to My Computer?
Your important files are encrypted

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking far a
; way 10 recover your files, but do not waste your irme. Nobody can recover your

Payment will be raised on files without our decryption service.
5/15/2017 16:25:02 “

Can | Recover My Files?

Time Left

Sure. We guarantee that you can recover all your files safely and easily. (Butyou _
have not so enough time.)

‘You can try to decrypt some of your files for free. Try now by clicking <Decrypt=
Your st wil be (o5t on If you want to decrypt all your files, you need to pay.

You only have 2 days o subvmil the pavment. After thal the price will be doubled

5/19/2017 16:25:02
Also, if you don't pay in T days, you won be able o recover your files forever.
Time Left

How Do | Pay?

2. Locky ransomware: This pernicious ransomware is meant to lock you out of your data on the system, which,
admittedly, is the aim of any ransomware...however, Locky changes your file extension to keep your data out of your
reach. It encrypts your files and changes your file extension to lock the data down. It uses ‘“.locky’ as its file extension
with RSA-2048+AES-128 encryption.
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This is considered to be one of the most dangerous ransomware. It generally targets systems with spam email
attachments. Once you download the attachment, Locky ransomware gets installed on the system to lock your files
and data. Despite all the issues related to this ransomware, it is still not a good approach to pay to release the data
affected by Locky ransomware. By applying certain Locky ransomware removal steps, you can actually prevent your
data loss (to some extent).

. Petya: Petya ransomware attacks differently, because instead of encrypting files one by one, it blocks access to the
full system by attacking low-level structures on the disk.

The Petya ransomware attacks each system'’s boot drive’s existing master boot record, with an affected and malicious
loader.

Your computer has been
encrypted

The hard disks of your computer have beenencryptedwith an military grade encryption
algorithm. It's impos o recaver your. datawithout anspecial key.This page.will.help
you with the purchase of this-key and the eomplete decryptiorn of your computer.

@ TFhe price:wjlli:be'doubled-in:

6d.3),-'5 1 3hour'5 43r'ninutr:5 1 Osecondt‘.

Notably, this malicious boot loader overwrites the affected system’s MBR — as it loads a tiny malicious kernel that
proceeds with further encryption of existing data. This way, it encrypts a portion of the system’s hard drive.
Additionally, it blocks access to Windows — so that you cannot access the system at all. This ransomware is delivered
via spam emails to target systems. Another malicious payload is Mischa, which is considered to be the updated
version of Petya ransomware.


http://blogs.systweak.com/2016/05/petya-ransomware-your-computer-at-risk/
http://www.target.com/

4. CryptoLocker: This is considered to be one of the nastiest ransomware, as it not only prohibits you from accessing
your data - but once attacked by this malware you can lose your important data permanently! It is spread using
malicious attachments sent via emails disguised as coming from a trusted institution or company. CryptoLocker
encrypts your data and demands payment to release it. It virtually locks down your system entirely...

Info

Your important files were encrypted on this computer: photos,
videos, documerts |, etc. You can verify this by click on see files
and try to open them.

Encryption was produced using unique public key RSA-4096
generated for this computer, To decrypt files, you need to obtain
private key.

The single copy of the private key, which will allow you to decrypt
the files, is located on a secret server on the Internet; the server
will destroy the key within 72 hours after encryption
comlpleted. Atter that, nobody and never will be able to restore
files,

Your files will be lost
without payment on: To retrieve the private key, you need to pay 0.5 bitcoins.

11/24/2013 3:16:34 PM Click proceed to payment to obtain private key.

Any attempt to remove or damage this software will lead
to immediate private key destruction by server.

5. KeRanger: This is the first-ever ransomware that has attacked Mac. Palo Alto Networks discovered this first Mac
ransomware, which was found to be infecting the Transmission - a widely used open-source platform for file sharing
that has affected the BitTorrent client.

This ransomware is able to encrypt everything in the user’s folder, along with files using common document
extensions found in the volumes folder.

Your computer has been locked and all your files has been encrypted with
2048-bit RSA encryption.

Instruction for decrypt:

1. Go to (FFFFFFFFFFFFFE ( 1F 0T WORKING JUST
DOWNLOAD TOR BROWSER AND OPEN THIS LINK: (il rrrryry)
2. Use (T FFFFF): your 10 for authentication
3. Pay 1 BTC (~-410.63%) for decryption pack using bitcoins (wallet is
your ID for authentication - )

4, Download decrypt pack and run

---> Also at FIFFFFFFFFFFE oo can decrypt 1 file

for FREE to make sure decryption is working.

Also we have ticket system inside, so if you have any questions - you
are welcome.
We will answer only if you able to pay and you have serious question.

IMPORTANT: WE ARE ACCEPT ONLY(!!) BITCOINS

HOW TO BUY BITCOINS:

https://localbitcoins.com/guides /how-to-buy-bitcoins

https: //en.bitcoin. it/wiki/Buying_Bitcoins_(the_newbie_version)

6. CryptoWall: CryptoWall is from the family of file-encrypting ransomware that first appeared in early 2014. It is



primarily distributed using various exploit kits, spam campaigns, and malvertising techniques. This ransomware
attacks systems in a fashion similar to CryptoLocker, and it attacks particularly important files and data within each
victim’'s system (such as tax receipts, bills, financial data, etc). CryptoWall demands a few hundred dollars, which can
be doubled if certain deadlines are not met.

Your files are encrypted.
To get the key to decrypt files you have to pay 750 USDIEUR. If payment is not made before b s the cost of
decrypting files will increase 2 imes and will be 1500 USD/EUR

Prior to increasing the amount left

42h 48m 35s

Your system: Windows 7 (x64) First connect 1P B Total encrypled M files

We are present a special software - CryptoWall Decrypter - which is allow to decrypt and return control to all your encrypled files.
How to buy CryptoWall decrypter?

Obitcoin

1. You should register Bitcon wallet

2. Purchasing Bitcoins - Although it's not yet easy to buy bitcoins, it's getting simpler every day.

Recently, CryptoWall was updated to version 3.0, which has made it even more dangerous. CryptoWall 3.0 encrypts
the user’s files with the system of intelligent scanning - and it then generates a unique link for the user. It can hide the
identity of the attackers, making it very hard for law enforcement to uncover the source.
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